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A SYSTEM OF SYSTEMS





10 YEAR HEALTH PLAN



BOARD ACCOUNTABILITY

Expectation to see the landscape as a 

system as well as act on insights:

✓What is this telling us about the risk in 

our system?

✓ Is the system safe?

✓What are we not seeing?

✓Did we improve?



THEORY TO PRACTICE

• Frontline 
Teams

• Closing 
the loop

• System 
Leaders

• Boards

Problem seeking 
through insights

Sets a clear risk 
appetite

Clear expectations for 
escalation and learning 

Bring together 
intelligence from 
multiple sources

Proportionality – 
creating headroom for 
innovation and change 

Psychological safety to 
speak up early

Practical insight into 
how work is really 

done

Improvement ideas 
grounded in reality

Learning leads to:

Changes in pathways or 
processes

Commissioning or 
contract levers

Improvement based 
decision making



PROACTIVE RISK MANAGEMENT



THANK YOU FOR LISTENING
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Further information about NHS Resolutions’ Safety and 

Learning work can be found on the Safety and Learning 

pages of the NHS Resolution website, which bring together 

our insights from claims, published resources, case stories, 

and details of our learning events and support offer. Our 

Safety and Learning leads can offer tailored conversations 

about regional trends, insights and opportunities for shared 

learning. To discuss regional claims data in more detail, 

Trusts can get in touch with their local Safety and Learning 

Regional Lead via the contact details on the website or via 

our generic enquiries inbox (nhsrsafety@nhs.net). At 

national level we have developed insights and education 

materials across a range of areas of clinical practice – 

recently these have included delayed diagnosis of cancer, 

workplace violence and learning from emergency department 

claims. More information is available in our Faculty of 

Learning - NHS Resolution.

https://resolution.nhs.uk/services/safety-and-learning/
https://resolution.nhs.uk/services/safety-and-learning/
mailto:nhsrsafety@nhs.net
https://linkprotect.cudasvc.com/url?a=https%3a%2f%2fresolution.nhs.uk%2ffaculty-of-learning%2f&c=E,1,1tvHSqL8fGuhCloXLHPRyLsSy5a_MRO2wFkn7BiHq__YwiXkh6uY6pozR0vx-BwoXDrELuE5owxIbK1WIuCfK1umLsqn6-mngA7PCJMK&typo=1
https://linkprotect.cudasvc.com/url?a=https%3a%2f%2fresolution.nhs.uk%2ffaculty-of-learning%2f&c=E,1,1tvHSqL8fGuhCloXLHPRyLsSy5a_MRO2wFkn7BiHq__YwiXkh6uY6pozR0vx-BwoXDrELuE5owxIbK1WIuCfK1umLsqn6-mngA7PCJMK&typo=1
https://linkprotect.cudasvc.com/url?a=https%3a%2f%2fresolution.nhs.uk%2ffaculty-of-learning%2f&c=E,1,1tvHSqL8fGuhCloXLHPRyLsSy5a_MRO2wFkn7BiHq__YwiXkh6uY6pozR0vx-BwoXDrELuE5owxIbK1WIuCfK1umLsqn6-mngA7PCJMK&typo=1
https://linkprotect.cudasvc.com/url?a=https%3a%2f%2fresolution.nhs.uk%2ffaculty-of-learning%2f&c=E,1,1tvHSqL8fGuhCloXLHPRyLsSy5a_MRO2wFkn7BiHq__YwiXkh6uY6pozR0vx-BwoXDrELuE5owxIbK1WIuCfK1umLsqn6-mngA7PCJMK&typo=1
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Concentric AI



AI is Breaking Data 
Security… And Fixing It
The New Reality of AI-Driven Risk and How to Stay Ahead

AI is the Fastest
Growing Risk

in the Enterprise
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Luke Jeyes
Resuscitation Governance Lead

University Hospitals Birmingham



Defibrillator 
Dashboard: 
Technology 
impact 
assessment

Luke Jeyes

Resuscitation Governance Lead

University Hospital’s Birmingham
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the Front Line
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Ehsan Haqqani
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NHS Deep Dive
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North Middlesex University Hospital

Valerie Milton
Paediatric ST4 Doctor
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D E M Y S T I F Y I N G  
C L I N I C A L  

G O V E R N A N C E

C R E AT I N G  S U S TA I N A B L E  L E A R N I N G  I N  A  

R OTAT I O N A L  WO R K F O R C E

G E N E V I E V E  H I R S T ,  V A L E R I E  M I L T O N ,  S A R A H  S M I T H ,  
L E E H A  S I N G H ,  N I C O L A  D A V E Y,  N I C H O L A  H O D G E S  



PROBLEM:

• Governance exists — but engagement is low 

• Learning is fragmented across multiple platforms 

• High trainee turnover → poor continuity 

• Limited awareness of incidents 

Missed opportunities for shared learning & 

patient safety







OUR AIM:

To create a 
sustainable, 
engaging 

governance 
model

Improve 
access to 

learning for 
resident 
doctors 

Increase 
awareness of 
patient safety 

issues 

Embed 
continuous 

learning 
despite staff 

turnover



INTERVENTION OVERVIEW

• Clinical Governance Champions (nursing & resident doctors) 

• Link between frontline staff and governance systems People

• RLDatix, incidents, risk register, FFT, complaints

• Themed and summarised into key insights Data

• Centralised, accessible learning resource

• Distributed via email & messaging platforms Delivery



THE 
NEWSLETTER



ITERATION & SUSTAINABILITY: WHAT 
WE LEARNT AND ADAPTED

Microteaching resources 

→ stopped (too 

resource intensive) 

Newsletter → changed 

to bimonthly for 

sustainability 

Governance role → 

shifted to dedicated 

non-clinical time 

SOP generated to 

facilitate handover

Simplicity improved 

sustainability and impact



IMPACT: CULTURAL SHIFT 

FROM PASSIVE SYSTEMS TO ACTIVE 
ENGAGEMENT 



PATIENT-CENTRED APPROACH

Keeping learning grounded in real experiences

Patient & parent voice embedded throughout 

FFT quotes included in every newsletter 

Learning linked directly to patient impact 

Reinforces why governance matters



CONCLUSION

Governance data 
must be 

accessible to be 
useful 

Simplicity drives 
sustainability

Trainee-led models 
can overcome 

workforce 
turnover 

Storytelling is 
essential for 

patient safety 
learning



NHS Deep Dive
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Sam McCartney
Risk Management Advisor

NHS Forth Valley



ENTERPRISE RISK 
MANAGEMENT

Sam McCartney

Risk Management Advisor

NHS Forth Valley



Session Overview
NHS Deep Dive – Enterprise Risk Management

This session aims to provide a focused exploration of 

Enterprise Risk Management (ERM) within the NHS, 

covering:

• How risk is identified, understood, and managed across 

the organisation.

• The strategic importance of ERM in supporting safe, high-

quality patient care, as well as its role in organisational 

resilience, decision-making, and long-term planning.

• How system-wide risks are interconnected, how they 

influence operational and clinical outcomes, and how a 

unified approach strengthens overall governance and 

accountability.



Opportunity

The effect of uncertainty on 

objectives (ISO 31000)

In layman’s terms, 'A risk is the likelihood of 

something bad/good impacting on our 

objectives.'

Hazard risks are uncertainties that 

may cause harm, disrupt services, 

or compromise compliance.

WHAT IS A 
CORPORATE RISK?

Hazardvs

Opportunity risks are uncertainties 

that can improve patient outcomes, 

service quality, workforce 

sustainability, or system 

performance.

Enterprise Risk Management ensures we manage 

both — reducing avoidable harm while enabling 

informed, responsible decisions that improve 

care.



WHAT IS RISK MANAGEMENT?

ISO 31000

Establish the Context

Identify Risks

Analyse Risks

Assess Risks
Manage Risks
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Identify Risks



WHAT IS ENTERPRISE RISK 

MANAGEMENT?

It promotes a holistic view of risk 

across the organisation, through a 

third-party perspective, moving 

away from a siloed approach to risk 

management.

E  R  M
Enterprise Risk Management

Enterprise Risk Management 
transforms risk from a reactive, 

compliance-focused function 
into a risk-informed strategic 

capability to support decision-
making for the Board.the organisation to easily identify risk 

interdependencies across operational 

areas and potential risk factors that may 

be unseen by any one function.

that we protect our assets, meet our 

objectives, and work efficiently to the 

best of our ability.

This allows

This ensures



EXAMPLES 
OF RISK 

WITHIN NHS 
HEALTH 
BOARDS
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WHAT IS ENTERPRISE RISK 

MANAGEMENT?

Enterprise Risk Management is 
the organisation’s nervous 

system.

It senses emerging threats and 
pressures across all parts of the 
system, connects them together, 

and enables leaders to respond to 
minimise risk and maximise 

opportunity.



WHY DO WE 

NEED 

ENTERPRISE 

RISK 

MANAGEMENT?

Don’t just ask “Are we 

compliant?” 

Ask “Where could 

non-compliance materially 

impact our ability to deliver on 

our objectives?”

Turn risk management into a 

live, formal assurance 

mechanism, instead of a 

record- keeping exercise.

Allows decision-makers to 

balance risk and opportunity 

across the organisation.

 

Enterprise-wide exposure 

rather than isolated 

operational concerns.

Resilience depends not just on 

managing individual risks, but on 

understanding how the system 

behaves under stress. 

A proactive approach highlights 

interdependencies and possible 

efficiencies.



HOW TO MAKE RISK-INFORMED DECISIONS

Now we know what the risks are across the 

organisation, how do we prioritise what’s most 

important to address, and when? 



APPETITE & TOLERANCE

APPETITE

TOLERANCE

The amount and type of risk we, as an 

organisation, are willing to seek or accept in 

the pursuit of our objectives.

The maximum level of risk the organisation 

can tolerate regarding each type of risk 

before it is significantly impacted.



Impact Category Appetite Level Tolerance Level

Injury/Illness Cautious (4-9) None

Service Delivery/Business Interruption Cautious (4-9) None

Healthcare Experience Cautious (4-9) Moderate (12-16)

Workforce Cautious (4-9) Moderate (12-16)

Financial Cautious (4-9) Moderate (12-16)

Compliance Cautious (4-9) Moderate (12-16)

Public Confidence Cautious (4-9) Moderate (12-16)

Health Inequalities Cautious (4-9) Moderate (12-16)

Transformation & Innovation Moderate (12-16) Open (20-15)

APPETITE & TOLERANCE



Risk 
Capacity

Risk 
Tolerance

Risk 
Appetite

Risk Target

APPETITE & 

TOLERANCE

Better Strategic Decision-Making

ERM links risk management directly 

to strategy.

It aligns risk appetite with business 

objectives.

It evaluates risks when considering 

transformation and change 

processes.

It supports more informed executive 

and board decisions.



HOW DOES IT WORK IN REALITY?

Current Practices:

• Risk Reporting at All Levels.

• Risk Escalation.

• Risks in SBARs and Business Cases.

• Risks in Strategy Delivery.

• Risks in Project Delivery.

Still Striving For:

Risk & Performance – Key 

Risk Indicators.

Evidence that all decisions are 

‘risk-informed’.

Strategi
c

Organisational

Divisional

Directorate

Department



Conclusion
NHS Deep Dive 

Enterprise Risk Management

Key Takeaways:

• Allow decision-makers to balance risk and 

opportunity across the organisation.

• Understand how the system behaves under 

stress, and how to react efficiently.

• Have an organisational approach to risk 

appetite – make risk behaviours consistent 

and manageable.

Contact:

Sam.McCartney@nhs.scot 

mailto:Sam.McCartney@nhs.scot
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